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Document Preface

Document Scope

The following document will detail the procedures required to backup and restore the Nova Production Oracle Database, using the Online/Hot backup methodology. 

This document will not cover the Offline/Cold backup methodology, which is the present method of backing up the Nova database as there is separate document detailing this method.

It should be noted that the Online backup will be performed every evening Monday to Friday inclusive. At the weekends a separate Offline backup will be performed. The Offline backup is necessary as the last resort in the event of a database failure during the online week, it is also necessary for the use of building development/test databases which are used to ensure the correctness of future Nova application releases.

An appendix to this document will detail the methods used to test the backup and restore procedures.

Document Audience

The audience for this document, will primarily be the Oracle DBA(s) responsible for testing, implementing and maintaining the Nova production Online database backup. The document can also be used as a reference for the Unix System Administrators and Operational Staff responsible for ensuring the successful completion of the overnight processing.

Document Conventions

Bold words
bold text is used to highlight key points or headings within the document

lowercase words
Shows the Oracle or unix keywords, that need to be entered unchanged at either the sql, server manager or unix command prompts.

Italic
Text in italic indicates user input which is not a keyword.

SQL> 
Shows the sql command prompt, at which SQL commands should be entered.


SVRMGR>
Shows the Server Manager command prompt.

#>
Shows the unix command prompt at which unix shell commands should be entered,

Document References

The following reference manuals were used when writing this document:

Oracle 7 Server Administrators Guide (Part Number 6694-70-1292)

Oracle 7 Server for UNIX Administrators Reference Guide (Part Number A17888-1)

Oracle the complete reference. George Koch, Kevin Loney. Oracle Press.

Oracle DBA Handbook 7.3 edition. Kevin Loney. Oracle Press.

Introduction

Over the last few weeks a number of factors have arisen, that determines a restructuring of the Nova overnight processing. It has become apparent that due to the increase in business and the requirement to give access to users in other time zones e.g. Singapore and New York, it will be necessary to reduce the overnight processing window to around 4 hours. The current method of performing a database shutdown and offline backup in the 4 hour window will no longer be possible. It is therefore, proposed that an online backup should be used to backup the Nova production database. 

By performing an online backup of the Nova database, the overnight processing will be able to start as soon as the current days business is complete. An online backup will mean that the database will be up and running 24 hours a day, 5 days a week. Users in other time zones will be able to access this database, using a read only account 24 hours of the day. Users who require update access to the database eg. the present London Office users will be able to access the database as soon as the overnight reports are complete and the system date has been rolled forward to the next working day.

The following document will explain how the Online backup works using Oracle's current and archived redo logs. The document will also cover restoring the database from a number of the most common database failures. 

Production Database File Locations

19th June 2000             NOVAPROD - Database Files.

File Type                File Name

------------------------ ----------------------------------------------------

1. Data Files            /ecass/oradata/novaprod/acctblspc.dbf

                         /ecass/oradata/novaprod/crptblspc.dbf

                         /ecass/oradata/novaprod/idxtblspc.dbf

                         /ecass/oradata/novaprod/novcrest.dbf

                         /ecass/oradata/novaprod/novcrest2.dbf

                         /ecass/oradata/novaprod/novcrest3.dbf

                         /ecass/oradata/novaprod/novcrest4.dbf

                         /ecass/oradata/novaprod/novcrest5.dbf

                         /ecass/oradata/novaprod/novcrestidx.dbf

                         /ecass/oradata/novaprod/novcrestidx2.dbf

                         /ecass/oradata/novaprod/novcrestidx3.dbf

                         /ecass/oradata/novaprod/novcrestidx4.dbf

                         /ecass/oradata/novaprod/ordtblspc.dbf

                         /ecass/oradata/novaprod/rbs01.dbf

                         /ecass/oradata/novaprod/reftblspc.dbf

                         /ecass/oradata/novaprod/sdtblspc.dbf

                         /ecass/oradata/novaprod/snap.dbf

                         /ecass/oradata/novaprod/stttblspc.dbf

                         /ecass/oradata/novaprod/system01.dbf

                         /ecass/oradata/novaprod/temp01.dbf

                         /ecass/oradata/novaprod/tools01.dbf

                         /ecass/oradata/novaprod/trdtblspc.dbf

                         /ecass/oradata/novaprod/trex.dbf

                         /ecass/oradata/novaprod/users01.dbf

2. Redo Log Files        /redo/novaprod/redo01.rdo

                         /redo/novaprod/redo02.rdo

                         /redo/novaprod/redo03.rdo

                         /redo/novaprod/redo04.rdo

                         /redo/novaprod/redo05.rdo

                         /redo/novaprod/redo06.rdo

                         /redo/novaprod/redo07.rdo

                         /redo/novaprod/redo08.rdo

                         /redo/novaprod/redo09.rdo

                         /redo/novaprod/redo10.rdo

3. Control Files         /ecass/oradata/novaprod/control01.ctl

4. log_archive_dest      /archive/novaprod

5. background_dump_dest  /oracle/app/oracle/product/7.3.4/rdbms/log/novaprod

6. core_dump_dest   /oracle/app/oracle/product/7.3.4/rdbms/log/novaprod/core

7. user_dump_dest   /oracle/app/oracle/product/7.3.4/rdbms/log/novaprod/user

8. audit_file_dest       ?/rdbms/audit
Online Backup

Basic Principle

The basic principle of an online backup is, to backup all the .dbf, redo log and archive log files which make up a database instance whilst the database is still up and being used. It is recommended that online backups should be performed during the least active database update period, this prevents excessive redo and archive logging I/O activity. 

The Online Backup Program

The program to perform the online backup can be configured in a number of ways, the following sections explain how to configure the program and the manner in which the program works.

Setting the configurable variables. 

The setup_variables subroutine which is the first sub routine to run, is where all the program variables get initialised. The following program variables can be configured manually, by editing the program and changing the values.

dblist

The list of databases which the program will try to backup online.

work_dir
The working directory, the location of the full_online_backup.ksh program.

logfile
The directory and name of the log file generated when running the full_online_backup program.

The Oracle environment variables which will only change if you upgrade Oracle or run the program on a different server.

Specifying Databases to be Backed Up - The dblist variable.

The dblist variable contains the list of database Oracle System Identifiers (ORACLE_SIDS) which the full_online_backup program will try to backup. Obviously the databases have to be local to the server on which the full_online_backup program is running. The dblist variable simply contains the ORACLE_SIDS space delimited. eg.

dblist="novaprod fsprod rptprod"

Checking the Databases Are in Archive Log Mode

The first check the full_online_backup program performs, is to ensure that the databases being backed up are currently running in archive log mode. If the database is not running in archive log mode the database cannot be backed up online. If the database is running in archive log mode the environment variable oklist is updated with the databases ORACLE_SID. Once all the databases have been checked only the databases which are in the oklist will be backed up online. For any database which does not qualify for being backed up online any entry will be put in the log file and these databases should be backed up using a separate method, either export or an offline backup.

Backing Up the Databases

The full_online_backup program will backup each database in turn, one after the other. The backup program switches each tablespace in turn into backup mode. When the tablespace is in backup mode oracle prevents any inserts, updates or deletes being performed directly on the tablespace. Any inserts, updates or deletes which would affect the tablespace in backup mode get stored in the redo logs and applied to the tablespace when it is returned to normal usage after it has finished being backed up. 

After the full_online_backup program has switched a tablespace into backup mode it then backs up the corresponding dbf files for the tablespace. When all the tablespaces have been backed up and returned to normal usage mode, the database is running as normal. 

Additional Backups

When a database is being backed up online, it is also recommended that every weekend the database is backed up offline (Cold backup, database shutdown and dbf, redo and control files backed up). This will provide a last resort backup in the event of a database failure, and an online backup failure.

Depending on the size of the database it may also be appropriate to perform an overnight export of the database. An export can be performed while the database is online, and will contain every committed transaction in the database at the point in time that the export is taken. An export is very useful for recovering static data tables and database structural changes.

Online Recovery

Recovering a Database from an Online Backup

Depending on the manner of the database failure a number of different recovery methods could be adopted. The following set of recovery procedures deal with the most common database failures, if the database failure is not detailed below, please use additional documentation described in the document references section at the start of this document.

The following recovery scenario's have been tried and tested, prior to implementing the Online Backup into a production environment. The test database that was used for testing these scenario's was NovaSat which is cut down version of the production database. During testing the online backup and recovery NovaSat was running Nexus and the Trade API. As in production NovaSat's control and redo log files are being mirrored at an oracle level.

Scenario 1 - Recovering the database after losing one DBF file.

The following scenario's were created on the test database NOVASAT, in the event of any of these problems occurring in a production environment, obviously the same principles will apply and the same steps will be taken to recover any database corruption.

NB. The following commands should all be run under the oracle unix account.

BACKUP & CORRUPTION

1. Backup the NOVASAT database using the full_online_backup script.

2. Perform updates in the NOVASAT database while the backup is happening.

3. Switch the redo logfiles and checkpoint the database.

4. Delete the TRADES tablespaces corresponding DBF file. This is the equivalent of a DBf file being accidentally deleted or being overwritten or being corrupted in some other manner. 

5. The Database will now be corrupt, but will still be up. Due to the corruption the database will prevent any user inserting or updating any data which would normally be stored in the trades tablespace.


RECOVERY

6. Shutdown Abort the database using Server Manager (SVRMGRL).
#> export ORACLE_SID=novasat
#> svrmgrl
SVRMGR> shutdown abort;

7. Copy back the lost Trades tablespace DBF file(s).
Use the unix copy or restore commands to copy back the DBF file(s).

8. Copy back the archive logs (if they have been purged).
Use the unix copy or restore commands to copy back any purged archive logs.

9. Start up the NOVASAT database, using Server Manager. Server Manager will prompt for media recovery.
#> svrmgrl
SVRMGR> connect internal
SVRMGR> startup

10. Server Manager will prompt for media recovery, enter
SVRMGR> recover database

11. Ensure all the archive and redo logs are available in their specified directory, and enter AUTO to fully recover the database.
SVRMGR> auto

12. Oracle will now apply all the relevant archive and redo logs and display - "Media recovery complete" when successfully finished.

13. Open the database to complete recovery 
SVRMGR> alter database open

14. During the shutdown abort of the database, all the users would have been logged off. This will mean any users which were connected to the database at that time, will need there logon indicator reset to N before they will be able to log back on. A DBA privileged user should use the following syntax to perform this:
#> sqlplus user/password
SQL> update tusr set alogonind='N';
SQL> commit;
This will set every users logon indicator back to 'N'

Scenario 2 - Recovering the database after losing all the DBF files & one of the control files.

NB. Please refer to scenario 1 for the details of running Server Manager etc.

BACKUP & CORRUPTION

1. Backup the NOVASAT database using the full_online_backup script.

2. Perform updates in the NOVASAT database while the backup is happening.

3. Switch the redo logfiles and checkpoint the database. This will cause the current redo logs to be archived by the system.

4. Wait for the backup to complete and then delete all the DBF files and one of the control files. This is the equivalent of a disk crash, where the disk contains all the DBF files and a control file. In reality this is very unlikely to happen because the production database is mirrored and stripped across a RAID-5 disk architecture.

5. The database will now be corrupt, and will be unusable.

RECOVERY

6. Use SVRMGRL to shutdown abort the database.

7. Copy back all the lost DBF files.

8. Copy the remaining control file back and rename it two the same name as the original.

9. Copy back the archive logs (if they have been purged).

10. Use SVRMGRL to startup the database, Oracle will prompt for media recovery.

11. Enter RECOVER DATABASE.

12. Ensure all the archive logs and redo logs are available and enter AUTO to recover the database.

13. Oracle will now apply all the updates or changes that are in the archived and current redo logs upto the point of the last commit. Oracle will display media recovery complete when successfully finished. Depending on the time of the day in which the database corruption occurs this may take some time, obviously the later in the day the more archived redo logs will have to be applied.

14. Open the database to make it available to users, using ALTER DATABASE OPEN. 

15. See point 14. in scenario 1, to ensure all the users can log back into the database.

Scenario 3 - Losing the DBF files whilst the Trade API and Nexus is running.

NB. Please refer to scenario 1 for the details of running Server Manager etc.

BACKUP & CORRUPTION

1. Run the trade API process and Nexus Processes up against the database.

2. Perform an Online backup whilst Nexus and the trade API processes are running.

3. When the backup is complete, delete one or more of the DBF files. This will cause the trade API process and the Nexus processes to stop running.

RECOVERY

4. Shutdown the Trade API process and Nexus.

5. Shutdown abort the database.

6. Restore the DBF files from the online backup and any Archive logs that are not currently on the system.

7. Startup the database. Oracle will prompt for media recovery enter RECOVER DATABASE.

8. Oracle will now prompt for the Archive logs it requires, if the archive logs have been restored to their correct location enter AUTO.

9. When all the archive logs have been applied Oracle will report Media Recovery Complete.

10. Open the database for use by entering ALTER DATABASE OPEN.

11. Bring up Nexus and Trade API, which should carry on where they left off.
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